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What Do I Mean By òDisaster?ó1 

 
ÁNatural (hurricane, 
tornado, flood, fire é) 

ÁHuman (operator error, 
sabotage, implant of 
malicious code, terrorist 
attacks é) 

ÁEnvironmental 
(equipment failure, 
software error, telecom 
network outage, electric 
power failure é) 



My Pet Peeve: DR vs. Backup/Restore  

 
Business 

Continuity 

Plan (BCP) 

Disaster 

Recovery 

Plan 

Backup/  

Restore  

ÁDisaster Recovery is 
not the same as 
backup/restore  

ÁDR (within a BCP) 
deals with technical 
and non - technical 
aspects of bringing 
back functionality  

ÁBackup/restore is 
largely a òhow toó 
technical concern  



SMB DR Preparedness Survey Results 2 

Á82% report satisfaction with their DR plans  

Á84% report IT systems are protected to some 
extent  

ÁAverage SMB experienced 3 outages in past 12 
months due to human, power, and natural 
causes 

Á47% report no plan to handle such disruptions  

ÁOnly 1 in 5 do daily backups  

Á40% execute backups monthly or less often!  

 



The SharePoint DR òCommandmentsó 
or, all the òcó words 

  
ÁProtect your content  

ÁSpeak a common  language  

ÁCover  SharePoint  

ÁYou canõt do it alone!  

ÁTrack your changes  

ÁConstantly  be testing  



Content  is 
king . Protect 
your king.  

SharePoint 

Platform and 

Solutions  

IIS, RBS Providers, Various 

Services 

Windows OS, SQL Server  

Server Hardware, Switches, Hardware Load 

Balancers, SAN 

Your Content  

Protecting Content :  Architectural    
         Hierarchy  



SharePointõs Logical Hierarchy 

   

Farm 

Servers 
Web Front End, APP, SQL 

Web Applications 
Central Admin, SSP Admin, Content 

Databases 
Content, Config, SSP, Search 

Site Collections 
ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ 

Sites/Webs 
Internet, Intranet Portal, Wikis, Blogs, Team, Doc, Mtg 

Lists 
5ƻŎ [ƛōΣ tŀƎŜǎΣ 9ǾŜƴǘǎΣ 5ƛǎŎǳǎǎƛƻƴǎΣ {ǳǊǾŜȅǎΣ ŜǘŎΧ 

Items 
Files, Calendar Items, Contacts, Customers, Images, Custom 
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SharePointõs Logical Hierarchy 

   

Farm 

Servers 
Web Front End, APP, SQL 

Web Applications 
Central Admin, SSP Admin, Content 

Databases 
Content, Config, SSP, Search 

Site Collections 
ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ 

Sites/Webs 
Internet, Intranet Portal, Wikis, Blogs, Team, Doc, Mtg 

Lists 
5ƻŎ [ƛōΣ tŀƎŜǎΣ 9ǾŜƴǘǎΣ 5ƛǎŎǳǎǎƛƻƴǎΣ {ǳǊǾŜȅǎΣ ŜǘŎΧ 

Items 
Files, Calendar Items, Contacts, Customers, Images, Custom 

Service Applications 
Search, BCS, etc. 

2010  
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Speaking a Common  Language  

ÁòDRPlanó is an acknowledged (and tricky to learn) 
foreign language infrequently used by IT 
professionals  

ÁCommon terms are the starting point for 
successful DR planning, implementation, and 
measurement  



DR Plans Begin With Targets  

ÁDR is driven by business owners and 
stakeholders as part of a larger strategy  

ÁThe ultimate measure of a DR planõs success 
is whether or not it hits business - supplied 
targets  

ÁTargets + Costs + Resources = Constraints  

ÁDR targets and plans are described in DR 
terms  



RPO 

ÁThe full term is  òRecovery  Point Objectiveó 

Ámeasured in time  

ÁDescribes maximum  amount of acceptable data 
loss  



RTO 

ÁThe full term is  òRecovery  Time Objectiveó 

ÁAlso measured in time  

ÁDescribes maximum amount of  time that can 
be taken to restore a system or functionality  



RLO 
ÁAcronym for òRecovery 
Level Objectiveó 

ÁDefines the granularity 
or depth of data that 
must be recovered ( e.g, 
òto the content DB 
leveló or òto the list 
leveló) 

ÁDeeper RLOs translate 
into greater complexity 
& cost  

ÁRLO is more  of a 
Microsoft term é 

   

Farm 

Servers 

Web Front End, APP, SQL 

Web Applications 

Central Admin, SSP Admin, Content 

Databases 

Content, Config, SSP, Search 

Site Collections 

ά/ƻƴǘŀƛƴŜǊέ ƻŦ {ƛǘŜǎ 

Sites/Webs 

Internet, Intranet Portal, Wikis, Blogs, Team 

Lists 

Doc Lib, Pages, Events, Discussions, Survey 

Items 

Files, Calendar Items, Contacts, Customers, Images 
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Recovery Targets  

ÁRather than RLO, think in 
terms of recovery targets  

ÁAreas to be recovered are 
typically ordered or 
tiered to prioritize 
recovery ops  

ÁBusiness critical  

ÁImportant  

ÁLower priority  

ÁRecovery priorities driven 
by business based on 
$$$  

Tier A  

ÅBilling and Payroll  

ÅTime - sensitive inventory  

Tier B 

ÅRegulatory & Compliance  

ÅProject - related  

Tier C  

ÅInternet presence  

ÅArchival and records  



Cover  SharePoint:  
Tools and Techniques  

ÁWhat do they cover?  

ÁWhat donõt they cover? 

ÁGranularity  

ÁHow are they used?  

ÁViability (with given RPO & RTO targets)  



Commonly Available Tools (OOTB)  

ÁSharePoint Designer  

ÁSharePoint Workspace  

ÁCentral Administration 
backup/restore  

ÁCommand line  backup  and 
restore  
(STSADM/PowerShell)  

ÁSQL Server database 
backups  



SharePoint Designer  

ÁThe adminõs nemesis  

ÁWhat can it cover?  

ÁStructural migration  

ÁSite template 
creation  

ÁContent migration  

ÁBest case: end user 
content protection  

Migration support 
removed  

2010  
Alert ! 



SharePoint Workspace  

ÁWhat can it cover?  

ÁLists and Libraries  

ÁProvides synchronization 
and replication for offline 
use 

ÁLike SharePoint Designer 
in use - case scenarios  

ÁBuilds user confidence  

2010  
Alert ! 



Central Administration 
Backup/Restore  

ÁWhat can it cover?  

ÁFarm 

ÁServices & Service apps  

ÁWeb applications  

ÁUse case: one - off backup 
and restore operations  

ÁRemember, content is king  



Central Administration  
Backup/Restore  

ÁSite collection backups  

ÁUnattached DB recovery  

Áno more recovery farms  

ÁGranular export support  

Áto the list level  

ÁStill no scheduling built - in  

2010  
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Command  Line Backup/Restore:  
STSADM 

ÁWhat can it cover?  

ÁFarm 

ÁServices & service apps  

ÁWeb applications  

ÁSite collections  

ÁUse case: regularly  
scheduled backups  



Command Line Backup/Restore: 
PowerShell  

ÁSTSADM still supported, 
buté 

ÁProbably on its way out  

ÁPowerShell is the future 
for administration  

ÁSP2010 cmdlets  make 
admin operations easier  

ÁPowerful, object - based  

ÁGenerally more efficient  

2010  
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SQL Server Database Backups  

ÁWhat can it  cover? 

Á(Content)  databases  

ÁOther databases  

ÁGreat complement to 
other backup techniques  

ÁUse case: scheduled 
backups for larger farms  

ÁSupport for SQL 
snapshots  

2010  
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Alternative Tools and Techniques  

ÁRemember: backup/restore  is just one way 
of addressing business continuity 
requirements  

ÁOther common approaches  

ÁUse of virtual machines  

ÁHigh - availability within a farm  

ÁHigh - availability  (multiple farms)  

ÁThird - party tools and solutions  



Virtual Machine Snapshots & Clones  

 
ÁVirtual machine snapshots  

ÁNot a DR solution  

ÁYou can use VM clones, but é 

ÁHow many farm members?  

ÁAre the farm members 
running or down when 
cloned?  

ÁAre the farm members 
cloned at the same time?  

ÁRemember: consistency is key!  
Á http:// tinyurl.com/SPDRBackupConsistency   

http://tinyurl.com/SPDRBackupConsistency
http://tinyurl.com/SPDRBackupConsistency


High  Availability  Options  
(within  farm)  

 ÁSQL Server Clustering  

ÁTwo or more physical 
servers present as a single 
virtual server  

ÁFailure of one node results 
in other node(s) taking 
over  

ÁLoad Balancing  

ÁWeb requests are balanced 
between two or more WFEs  

ÁFailed WFEs stop receiving 
web requests  

 


