
Selecting and Protecting the Right 

SharePoint Backup Targets 

Sean McDonough 

Product Manager, SharePoint Products 

Idera 



What weôll cover 

ÅUnderstand backup targets 

ÅDefine the SharePoint targets 

ÅExamine common related targets 

ÅDiscuss a few esoteric targets and 

edge case scenarios 

ÅWrap it all up 



ñHowò versus ñWhatò 

ÅMost disaster recovery talks tend to focus 

on the ñhowò of DR 
ÅHow to set up a DR farm or warm site  

ÅHow to perform a backup and restore 

ÅHow to establish high availability 

ÅThis presentation is about the ñwhatò 
ÅWhat you should be protecting 

ÅWhat the viable strategies are for a given target 

ÅWhat you should do or avoid doing 



Target talk 

ÅWhat is a target? 
ÅTargets are the ñwhatò 

ÅThey can be protected 

ÅTangible ï typically file(s) 

ÅCan be described and referenced in a plan 

ÅPrioritized for protection & recovery 

ÅMany different target types 
ÅSome targets are common 

ÅOther targets vary by farm purpose and platform 

technologies in-use 



Target talk  

ÅOur focus: the technical 

(DR plan) targets 
ÅWhat are they? 

ÅWhere do they reside? 

ÅWhen are they important? 

ÅProtection approaches* 

ÅSpecial considerations and watch-outs 

ÅRemember 
ÅTodayôs focus is on the technical, but é 

ÅTargets should be driven by business 



SharePoint targets  

ÅContent DBs 

ÅCentral admin DB 

ÅFarm config DB 

ÅSSPs and service 

applications 

ÅSearch 

 



Content databases  

ÅHands-down #1 target set 
ÅHouses the majority of your usersô content 

ÅMust protect; canôt be recreated if lost 

ÅWhere are they? 
ÅSQL Server (all those WSS_ databases) 

ÅAt least one database per Web application 

ÅProtection 
Å(SharePoint) farm backups, SQL backups, high 

availability (HA) mechanisms, 3rd party tools 

ÅWatch-outs: RBS pointers 



Central admin content database

  
ÅWhat is it? 
ÅSimply another content database 

ÅHouses Central Administration site 

collection 

ÅUsually 1st content DB with a GUID  

ÅEach farm gets its own when the farm is 

first created 

ÅWorth protecting? 
ÅUsually not* 

 



Farm configuration database 

ÅWhat is it? 
ÅRepository for farm-wide configuration data, web application 

settings, services information, and more 

ÅWorth protecting? 
ÅWith SP2007, generally not; with SP2010, usually yes! 

ÅWhere is it? 
ÅSQL Server (SharePoint_Config ) 

ÅProtection 
ÅFarm backups, SQL backups, HA  

Åmechanisms, 3rd party tools, documentation1 



SSPs and service applications 

ÅWhat are they? 
ÅA collection of services (Excel services, BDC, 

Managed Metadata, etc.) that are consumed 

by Web applications and their site collections 

ÅWorth protecting? 
ÅYes for both SSPs and the majority of service 

applications 

ÅWhere are they? 
ÅSimple answer: all over the place é 

 

 



SSPs and service applications 

ÅNo really ï where are they? 
ÅMany have one or more databases 

ÅAll have (farm) configuration data 

ÅMost are backed by Windows services 

ÅService applications also have proxies 

ÅMany differences from service to service 

ÅProtection 
ÅRecommended: protect as part of a farm 

backup (ideal) or categorically (e.g., SSP 

backup) 

ÅOptionally: protect databases and augment 

with documentation of settings and config 


